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Cellocator+ User Guide

Legal Notices

IMPORTANT

General

+ All legal terms and safety and operating instructions should be read thoroughly before
the product accompanying this document is installed and operated.

¢ This document should be retained for future reference.

+ Attachments, accessories or peripheral devices not supplied or recommended in
writing by Pointer Telocation Ltd. may be hazardous and/or may cause damage to the
product and should not, in any circumstances, be used or combined with the product.

The product accompanying this document is not designated for and should not be used in
life support appliances, devices, machines or other systems of any sort where any
malfunction of the product can reasonably be expected to result in injury or death.
Customers of Pointer Telocation Ltd. using, integrating, and/or selling the product for use
in such applications do so at their own risk and agree to fully indemnify Pointer Telocation
Ltd. for any resulting loss or damages.

Warranty Exceptions and Disclaimers

Pointer Telocation Ltd. shall bear no responsibility and shall have no obligation under the
foregoing limited warranty for any damages resulting from normal wear and tear, the cost
of obtaining substitute products, or any defect that is (i) discovered by purchaser during
the warranty period but purchaser does not notify Pointer Telocation Ltd. until after the
end of the warranty period, (ii) caused by any accident, force majeure, misuse, abuse,
handling or testing, improper installation or unauthorized repair or modification of the
product, (iii) caused by use of any software not supplied by Pointer Telocation Ltd., or by
use of the product other than in accordance with its documentation, or (iv) the result of
electrostatic discharge, electrical surge, fire, flood or similar causes. Unless otherwise
provided in a written agreement between the purchaser and Pointer Telocation Ltd., the
purchaser shall be solely responsible for the proper configuration, testing and verification
of the product prior to deployment in the field.

POINTER TELOCATION LTD.’S SOLE RESPONSIBILITY AND PURCHASER’S SOLE REMEDY
UNDER THIS LIMITED WARRANTY SHALL BE TO REPAIR OR REPLACE THE PRODUCT
HARDWARE, SOFTWARE OR SOFTWARE MEDIA (OR IF REPAIR OR REPLACEMENT IS NOT
POSSIBLE, OBTAIN A REFUND OF THE PURCHASE PRICE) AS PROVIDED ABOVE.
POINTER TELOCATION LTD. EXPRESSLY DISCLAIMS ALL OTHER WARRANTIES OF ANY
KIND, EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, SATISFACTORY
PERFORMANCE AND FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL
POINTER TELOCATION LTD. BE LIABLE FOR ANY INDIRECT, SPECIAL, EXEMPLARY,
INCIDENTAL OR CONSEQUENTIAL DAMAGES (INCLUDING WITHOUT LIMITATION LOSS
OR INTERRUPTION OF USE, DATA, REVENUES OR PROFITS) RESULTING FROM A BREACH
OF THIS WARRANTY OR BASED ON ANY OTHER LEGAL THEORY, EVEN IF POINTER
TELOCATION LTD. HAS BEEN ADVISED OF THE POSSIBILITY OR LIKELIHOOD OF SUCH
DAMAGES.
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Intellectual Property

Copyright in and to this document is owned solely by Pointer Telocation Ltd. Nothing in
this document shall be construed as granting you any license to any intellectual property
rights subsisting in or related to the subject matter of this document including, without
limitation, patents, patent applications, trademarks, copyrights or other intellectual
property rights, all of which remain the sole property of Pointer Telocation Ltd. Subject to
applicable copyright law, no part of this document may be reproduced, stored in or
introduced into a retrieval system, or transmitted in any form or by any means
(electronic, mechanical, photocopying, recording or otherwise), or for any purpose,
without the express written permission of Pointer Telocation Ltd.

© Copyright 2013. All rights reserved.
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About This Guide

This Guide contains a description of the features available to Cellocator+ (Cellocator Plus)
administrators:

*

Chapter 1, Introducing the Cellocator+ System, contains an overview of the
Cellocator+ System for administrators, as well as an example of the typical workflow.

Chapter 2, Getting Started with the Cellocator+ System, describes the
Cellocator+ System administrator window.

Chapter 3, Managing Devices, describes how to manage devices in the Cellocator+
System.

Chapter 4, Managing Configuration Updates, describes how to upload
configuration files to the Cellocator+ System and how to attach those files to a device.

Chapter 5, Managing Firmware Updates, describes how to manage firmware files
in the Cellocator+ System and how to attach those files to a device.

Chapter 6, Managing Accounts, Users and Groups, describes how to manage
accounts, users, and groups in the Cellocator+ System.

Chapter 7, Working with Reports, describes how to work with the reports in the
Cellocator+ System.
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Chapter 1: Introducing the
Cellocator+ System

About This Chapter

This Chapter introduces the Cellocator+ System and includes the following sections:

+ Overview, page 8, provides a general overview of the Cellocator+ System for
administrators.

¢ Cellocator+ Workflow, page 9, illustrates the typical Cellocator+ System workflow.

+ Glossary, page 10, describes some of the words and terminology used in this Guide.
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Overview

The Cellocator+ System is a platform that enables Cellocator customers to perform
configuration changes and firmware updates to Cellocator devices over the air and view
the status of these updates in real time via an intuitive interface.

The Cellocator+ System supports customers wishing to directly view and modify their
device information. The user can request displays of device data and status and
configuration management, and can perform configuration updates by attaching PL
(Programming Library) files or firmware versions to a device or set of devices while the
system manages the programming session.

Customers who go on to sell Cellocator devices to their customers have the ability to
create sub accounts that enable them to determine control over any updates and general
management of the Cellocator device.

The Cellocator+ System has a number of important features and benefits, including:
Provides Cellocator customers with all major provisioning tools at the click of a mouse.
Eliminates the need of all customers to maintain provisioning tools in their systems.
Reduces time to market for new customers.

Provides reports on device activity history.

Cellocator+ manages the whole device management process.

Customers can view update statuses in real time through the Web.

* ¢ ¢ 4 4 ¢ o

Provides advanced account hierarchy that enables resellers to create child accounts
and define units to be managed (or not) by the child account.
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Cellocator+ System Workflow

This section illustrates a typical Cellocator+ System workflow.

g\

Customer

LES) o o) Customer System
7,
Cellocator+ System J @

Ty Y
) o) (o)

Customer Units

The units are connected to the Customer
System (in a Production environment) but
are disconnected at a defined time in each
unit's PL and then connected to the
Cellocator+ system. Relevant updates (if
available) are applied and then the unit
reconnects to the Customer System.
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Glossary

This section describes some of the words that are commonly used throughout this Guide.

+ Device: A device refers to the Cellocator device managed through the Cellocator+
System. Typical device types are: Compact Fleet, Compact Security and Compact
CAN, flashed with Fw. 28 and above. The Device ID is the ID written on the unit's
label.

¢ Provider: A Provider is a Cellocator customer that has access to the Cellocator+
System. Each Provider can have any number of accounts, as required.

¢ Account: An account is a sub-account of the Provider (for example a reseller).
Accounts can be one of two types; a Provider-like account that can create sub-
accounts (and even create additional Provider-like accounts), or a Regular account
which cannot create sub-accounts and can only work with the provided PL and
Firmware allocated to it by its parent account.

+ PL: A PL file is a configuration file (a Programming Library) uploaded to the
Cellocator+ System, which is then uploaded to the relevant devices.

+ Firmware (FW) version: A firmware version is an updated version of the firmware
for a device, which can be uploaded to the relevant device(s).

¢ Group: A group is a logical collection of devices (a group is defined and associated
with only one specific device type, while many devices (of the same type) can be
assigned to one group) that enables you to perform updates and changes to relevant
groups, rather than just a specific device or number of selected devices.

+ User: A user is someone who has been defined in the Cellocator+ System as being

able to perform various tasks within the system, according to his/her permissions
defined. There are two levels of users; one level allows only the update of PLs or FW
versions to units (a Customer User) and another level which also allows the uploading
of PLs to Cellocator+ (a Customer Administrator).
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Chapter 2: Getting Started with the
Cellocator+ System

About This Chapter

This Chapter introduces the Cellocator+ System window and includes the following
sections:

+ Logging in to the Cellocator+ System, page 12, describes how to login to the
Cellocator+ System.

¢ Introducing the Cellocator+ System window, page 13, introduces the Cellocator+
System window and a description of its main features.

CONFIDENTIAL page 11 of 44



Cellocator+

User Guide

Logging in to the Cellocator+ System

This section describes how to login to the Cellocator+ System.

>» To log in to the Cellocator+ System:

1.

Open your default web browser (note that the minimum browser requirement is
Chrome versions 19, 20 or higher, FireFox versions 3.6, 13 or higher, or Internet
Explorer versions 9.0, 10.0 or higher) and access the URL provided to you
(http://cellocatorplus.pointer.com). The Cellocator+ login screen is displayed.

m Cellocator+

Password:

Enter your user name and password and then click OK. The Cellocator+ System
window is displayed.

NOTE: When accessing Cellocator+ for the first time, a window is displayed containing
the License Agreement for using Cellocator+. Read and review and click I Accept to
continue.
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Introducing the Cellocator+ System Window

This section introduces the Cellocator+ System window and its main components.

The default window displayed after logging in will show the Dashboard view. Click on the
relevant option in the Navigation Bar to display the additional components listed in the
Cellocator+ System Window Components section and described in further detail elsewhere
in this guide.

Navigation —>
Bar

... _l! () W

li Provider/Account Bar Admin Bar —l
Account Q shirelmUp!2 | Logout | Help

- - -

Ay
P4 Cellocator+
oot ol < > -

v ¥
L

Selectall
Ping Messages

2 weeks 3go 1 month ago mont

%EM
1

sterday
PL Update Status FW Upgrade Status

Entities

100
5000 s
0 s
| e—— 78 a5 276
6ro 2 2 7 s 2 P

l

Cellocator+ System Window Components

This section describes the main components of the Cellocator+ System window:

+*

Dashboard: The Dashboard provides a visual summary of the current fleet status.
The information available in the Dashboard includes ping information, a PL update
status, a FW upgrade status, and general statistics such as the amount of devices,
files, users, accounts, and groups.

Admin Bar: Located in the top right corner, this bar enables you to logout when
required and access this guide (in PDF format).

From the Admin bar you can also perform a search of the entities within the
Cellocator+ system; to run a search, click on the magnifying glass, select the relevant
entity (Unit, Group, User, or Account), and then enter the relevant search terms. Click
the magnifying glass again to run the search.
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Provider and Account Bar: The Provider displayed will always be the current
account (your account). If you have defined sub accounts, they will be shown under
the Account dropdown list. Note that once you create groups, as described in Chapter
6, Managing Accounts, Users and Groups, an additional Group option is displayed
here, which enables you to perform actions on selected groups, rather than just
Providers and Accounts. Note that for each provider/account there are default groups
per device type.

Management Toolbar: Located at the top of the window (but is not displayed in the
Dashboard view), this toolbar enables you to work on the main functionality of the
system - (from left to right) General, PL Update, and FW Upgrade. When managing
users, groups and accounts through the Admin option, the options in this toolbar
change to Groups, Users, and Accounts.

Configuration Filters: Enable you to filter the displayed list of devices according to
the relevant filter(s) selected. Available for every column in each table throughout the
Cellocator+ system, the filters are collapsed by default and expanded when you hover
over the table titles. As well as supporting a wildcard search, the filters are
implemented on specific fields as dropdown lists, allowing the selection of one specific
value or ALL.

Navigation Bar: Displayed on the left of the window, the options in this bar enable
the user to select between the main functionalities of the system, including Reports
and the ability to manage Users and Groups.

Device Info Tabs: Displays information to the right of the window about the selected
device, including the configuration version and status, and shipment and warranty
information. These tabs do change according to the screen you are working in: for
example, when managing groups and users the tabs will display User and Group
Information. Similarly, when updating PL files, this section will display the details of
the PL file selected. Note that the tabs are not displayed by default; to display the tab
for a device, double-click on the relevant device row in any table.

Main Pane: The Main pane displays unit and PL information according to the tab (in
the Management toolbar or Navigation pane) and/or filters selected. It also displays
user information and reports. It also enables you to view at a glance the PL and FW
status of devices via icons (refer to the Reviewing the PL Status and FW Status of
Devices section).
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Chapter 3: Managing Devices

About This Chapter

This Chapter describes how to manage Cellocator+ System devices and includes the
following sections:

¢ Reviewing the list of Devices, page 16, describes how to review the Cellocator+
System devices.

¢+ Filtering the list of displayed Devices, page 19, describes how to filter the list of
displayed devices according to your requirements.

+ Assigning a Device to a Group, page 20, describes how to assign a device to a
client or group.
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Reviewing the List of Devices

After logging in, click Device in the Navigation bar to display the list of devices in the
system. The devices are by default listed according to the main filter, which is defined in
the Provider/Account/Group bar just above the list. This list can be filtered according to
the Account and/or Group selected. The default group displayed will be the first group in
the Groups filter; if no groups have been defined then the first group according to
alphabetical order is displayed.

NOTE: If there are more than 2500 devices in the same group, they will be divided into
pages, with each page holding a maximum of 2500 devices.

ay Q shurelslpl2 | Logowt | Help
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- . b -
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The main pane displays the following information about each device:

+ Device ID: Cellocator serial number which appears on each device. The number is
unique worldwide.

+ Last Report: The date and time that the device last reported to Cellocator+.

+ Remark: When relevant, either “PL is not defined” (no PL is attached to the unit) or
“Fw. is not synchronized” (the current Fw. version of the unit does not match the
records in Cellocator+) is displayed. Please contact Pointer Customer Support in order
to fix these units.

¢ PL Status: A visual indication of the configuration status of the device (PL file). There
are eight status icons that are used, as described in the Reviewing the PL Status and
FW Status of Devices section.

+ FW Status: A visual indication of the firmware status of the device (PL file). There are
eight status icons that are used, as described in the Reviewing the PL Status and FW
Status of Devices section.

+ Unit in Account: Details the account the unit has been assigned to.
+ Account Group: Details the account group the unit has been assigned to.

¢ Group: The name of the group to which the device has been assigned.
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+ Device Type: Shows a description of the type of device. Typical device types are
Cello, Compact Fleet, Compact Security or Compact CAN.

+ FW Version: Shows the version of firmware that is currently loaded in the device.

Reviewing Additional Device Information

To see information about a specific device, double-click on the relevant device row in the

main pane to display the Device Info Panel (to the right of the screen). This panel consists
of four tabs, as described below:

+ General Tab: Displays general details about the device, such as its ID number, the
Provider and the current configuration file (PL) being used.

+ Details Tab: Displays technical details about the device, such as the date it was
assembled, and tested.

+ Shipment Tab: Displays general details about the shipment process for the selected
device.

+ Warranty Tab: Displays general warranty details, such as the date of expiration for
the warranty attached for the selected device.

L - Details |

Provider: Pointer

A + ladi Assembly Date:
ccount:  viadi ooy Date. _ .
Group: Cello Shipment Date:
ion: e e Purchase Order:
PL Version: First Report: . . Warranty Exp: 10/01/2014
Modem . . _ Shipment Track No: NS
IR Telit GE364 Automotive First PL: Serial ID:

FW Status: Successfully Completed First FWV:

PL Status: Normal Operation
IMS:

NOTE: To close the Device Info Panel, click the X in the top left corner of the General
Info tab.
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Reviewing the PL Status and FW Status of Devices

The following table details the seven stages of configuration status that are displayed in
both the PL Status and FW Status column:

Icon

e

Description

Normal Operation: The device is operating normally - after the first
health message was received from the unit.

Successfully Completed: A PL or FW upgrade process has been
completed successfully. Next to the icon is shown the time it took for the
upgrade procedure. Note that either the PL or FW version in the related
columns will still display the ‘old’ PL or FW, until the next health message
comes from that unit.

Only then will the icon change to ¥ and the new PL or FW version is
updated in the columns.

On Wait: A PL or FW upgrade has been assigned to the unit. When the unit
connects again to Cellocator+, the upgrade process will commence.

In Process: PL or FW upgrade is in process.

Interrupted: Applicable only for PL updates and indicates that the PL
update process is temporarily interrupted. If the unit resumes connection
the PL update process will continue.

Failed: This status is displayed when the process has failed. This can be
because of several reasons, such as, communication failure.

Abort: Upgrade process was aborted by user.
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Filtering the List of Displayed Devices

The list of displayed devices, as shown in the Reviewing the list of Devices section, can be
filtered according to the Providers and Accounts and Groups defined in the Cellocator+
System.

When searching for devices to configure and update, the easiest way to filter the list,
especially when the list is particularly long, is to use the Provider, Account, and Group
filters and then use the Configuration Filters to drill down to the relevant devices.

Provider Account Group
Car2go E‘ Car2go E’ Car2go-28 E’

Provider Filter

Use this Filter to select devices that belong to a specific Provider. Select the relevant
Provider from the dropdown box to select devices that belong to the Provider.

Note that when selecting a Provider, all devices are displayed for all of that Provider's
Accounts. To filter devices that belong to a specific Account, use the Account filter, as
described in the following section.

Account Filter

Use this Filter to select only units that belong to a particular Account. Select the relevant
Account from the dropdown box; the Accounts displayed in the dropdown box belong to

the selected Provider. When the box displays the symbol <..>, it indicates that the units
displayed in the main screen belong directly to the Provider.

Group Filter

The Group Filter enables you to manage logical groups of devices, for a specific
Provider/Account (note that each account has a default group per device type, as
described in Chapter 6, Managing Accounts, Users and Groups). This enables you to
perform updates and changes to groups, rather than just a specific device or number of
selected devices. Note that only devices from the same hardware type, such as Compact
CAN or Compact Fleet, can be grouped together.
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Assigning a Device to a Group

Devices are associated to specific groups according to their hardware type. For example, a
Compact TOB device with a hardware identifier of 28 will be automatically associated with
group 28. By default, for every new account a set of groups identified by hardware type is
created, and when units are produced for an account they are automatically associated
with one of the default groups, according to their hardware type.

You can further arrange your units by creating additional groups and then move units
from one group to another. For example, in order to better differentiate between Compact
Fleet TOB devices installed on trucks and those installed on buses, you could create two
new groups for the Compact Fleet TOB device type, such as Trucks TOB and Buses TOB,
and assign units to these groups.

Devices can be assigned to a group at any time. Note that only devices from the same
hardware type, such as Compact CAN or Compact Fleet, can be grouped together.

See Chapter 6, Managing Accounts, Users and Groups for further information on how to
manage groups.
» To assign a device to a group:

1. Filter the list of devices as per your requirements. For example, you may want to
move some of an existing group's devices to another group.

2. Select the checkbox in the left column alongside each device you want to move to a
group.

3. At the bottom of the screen, select the relevant account and group from the two

Assign unit(s) to dropdown lists. The system will automatically list the available
groups according to the device type and account selected.

4. Click Assign. The devices are now assigned to the group.

-“ Q  shirelmUp12 | Logout | Help
Cellocutars Provider Account Group
Car2go Car2go E‘ Car2go-28 [+ :

[
| O 264154 10/13/10 14:23 v | [¥] Car2go - 28 F038C_PCompact-0; 3_6722_1128_28p_Fleet_Cz
i [&] 281680 01/13/10 11:17 [¢] (V] Car2go - 28 Telit3_6722_1128_28F_Flee|
= & 285554 | 12/26/10 09:02 (V) | v | carzgo-28 |co Telits_6722_1128_26f_Flee|
Reports a 291081 10/13/10 23:29 v | v | cargo-28 F038C_PCompact-07T-S_Telit3_6722_1128_28p_Fleet_Cz
0 291082 10/14/10 00:37 v | v Car2go - 28 FO38C_PCompact-07T-5_Telit3_6722_1128_28p_Fleet Cz
G =] 201083 | 10/14/10 00:51 v v Carzgo - 28 F038C_PC 7T-S_Telits_6722_1128_28p_Fleet_Cz
@ [ 201084 | 10/13/10 09:09 v I v Carzgo-28_|Cor F038C_PC S _Telits_6722_1126_28p_Fleet_C
201085 | 10/13/10 18:36 v v Car2go - 28 F038C_PC Telts_6722_1128_28p_Fleet_Cz
v 291085 | 10/14/10 08:41 v | v Car2go-28 | Compact TOB Fleet / Security|  FO38C_PCompact-07T-5_Telit3_6722_1128_28p_Fleet Cz
] 291087 10/13/10 23:38 v v Car2go - 28 _|Compact TOB Fleet / Security|  F038C_PCompact-07T-S_Telit3_6722_1128_28p_Fleet_Ce
- & 291088 | 10/14/10 05:37 v v Car2g0-28_|cor Fo38C_PC: 7T-S_Telits_6722_1128_28p._ Fleet_Ce
—_— ] 201089 | 10/13/10 20:30 v v Carzgo-28 | F038C_PC -S_Telit3_6722_1126_28p_Fleet_Ct
(] 291090 10/13/10 15:30 v | v Car2go- 28 |cor FO38C_PC: Telit3_6722_1128_28p_Fleet Cz
[&] 201091 | 10/05/10 17:19 Z | v Car2go- 28 |Compact TOB Fleet / Securityl _FO38C_PCompact-07T-5_Telit3_6722_1128_28p_Fleet_Ct
O 291092 10/14/10 03:55 v Car2go - 28 |Compact TOB Fleet / Security  FO38C_PCompact-07T-5_Telit3_6722_1128_28p_Fleet Cz
=] 201093 | 10/13/10 11:01 v | v Carzgo-28 | F038C_PC 7T-S_Telit3_6722_1128_28p._Fleet_Cz
0 291094 10/13/10 07:31 v v Car2go - 28 FO38C_PC: -S_Telit3_6722_1128_28p_Fleet_Cz
] 291095 08/25/10 15:12 v v Car2go - 28 F038C_PC Telit3_6722_1128_28p_Fleet_Cz
@] 302130 | 10/13/10 17:58 v | v Car2go - 28 |Compact TOB Fleet / Security|  F038C_PCompact-07T-S _Telit3_6722_1128_28p_ Fleet_Cz
] 302131 | 10/13/10 20:19 v v Car2go - 28 |Compact TOB Fleet / Security|  F038C_PCompact-07T-S_Telit_6722_1128_28p_Fleet_Cz
@] 302132 | 10/13/10 15:40 v v Car2go- 28
&] 302133 | 10/13/10 21:41 v v Car2go - 28
&] 302134 | 10/13/10 09:30 v v Car2go - 28 | Compact TOB Fleet / Security| 5 X
[&] 302135 | 10/07/10 13:26 v Car2go - 28 |Compact TOB Fleet / Security|  F038C_PCompact-07T-5_Telit3_6722_1128_28p_Fleet_Cz
B 302136 10/04/10 20:45 v v Car2go - 28 |Compact TOB Flest / Security|  F038C_PCompact-07T-5_Telit3_6722_1128_28p_Fleet_Cz
&] 302137 | 10/14/10 02:20 v v Car2go - 28 :
al ninalin naon % I %2 Caran-o8
Assign unit(s) to:  Caao B [oe=toe = Assign Unassign
>
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Chapter 4: Managing PL Updates

About This Chapter

This Chapter describes how to manage the configuration updates in the Cellocator+
System, namely the new or modified PL files, and includes the following sections:

+ Reviewing PL Details, page 22, describes the configuration screen interface and how
to review the displayed PL information.

+ Managing PL Files, page 23, describes how to upload configuration files to the
Cellocator+ System and how to link them to devices.
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Reviewing PL Details

There are two screens used to manage configuration files: the PL Update screen is used to
update selected devices with updated configuration information (in the form of PL files),
while the PL Manager screen is used to upload PL configuration files to the Cellocator+
System.

This section describes the PL Update screen, as shown below, from which you can link a
selected PL file to one or several devices. For information about uploading PL files to the
Cellocator+ System, refer to the Managing PL Files section.

NOTE: The uploading of PL files can be done only by a Customer Administrator user.
Users defined as Customer users will need to ask the administrator of their parent account
to assign them a PL to use.

L Dexice 10 Last Keport  PLHeauested Date PLLast Status Undate Time L Statuy P4 Uparade Duration Current PL Yersion Mew PL Device Tyoe Current W Yecsen

264154 & 10/13/10 14:23 ! k. ! 139 | 1 ‘Compact TOS Fleet / M»
281680 01/13/10 31:47 | O ‘Compac TOB Fleet / Security
285554 | 12726010 09:02 5] Comonct TOB Fleet / Security)
291081 10/13/10 23:29 Compact TOB Fleet / Security
2091082 | 10/14/10 00:37 I | | | Compact TOB Fleet / Security
291083 10/24/10 00:52 | | | | Compact TOB Fleet /
291084 10/13/10 09:09
291085 | 10/13/10 18:36

291086 | 10/14710 08:41
21087 | 101310 23:38 | 137 | | Compact TOB Feet
291088 | 10/14/1005:37 v 160
291089 | 10/33/10 20:30 15
29109 | 10/23/10 15:30 | 198

F038C_PCompact- _Tekt3_¢
FO38C_PCompact-07TS_Test3._ et
150 Compoct TOB Fleat / Security.  FO3SC_PCompact-07T-5_Telt3_6722_1128_28p,_fleet,

Compact TOB Fleet / Security,  FOIBC_PCompact-07T-5_Test3_ 8p_fleet,
302130
302131 138 Compact 0B Fleet / Sec
302132 - 157 ‘Compact TOB Fleet / Secur =
302133 10/13/10 21:41 | 141 Compact TOB Fleet / Securty  FO3SC_PCompact-07T-5_T eet
302134 | 10/13/10 08:30 v 164 | FO3BC_PCompnce-077-5_Test3_6722_1128_38p, fleet,

152 Compact TOB Fleet / Security,  FO38C_PCompact-07T-5_Teit3_¢
F032C_PCompact-07T-5_Teit3 |

302135 10/07/10 13:26 169
302136 147
302137

aaaaaa

Update |
s Chosse PL varscn = sdalo Abort

PL to ) i )

When clicking PL Update in the Management toolbar, the main pane displays the
following information about each PL file:

¢ Device ID: A unique number assigned to each device.
¢ Last Report: The date and time that the device last reported to Cellocator+.

+ PL Requested Date: This displays the date and time when a PL file was linked to a
device.

+ PL Last Status Update Time: The last time the unit reported its PL status to
Cellocator+.

¢ PL Status: This icon shows the status of the PL file download. The icons used are the
same as those displayed in the Device screen (and described in the Reviewing the PL
Status and FW Status of Devices section).

+ PL Upgrade Duration: This field indicates the elapsed time for the completion of the
PL file download.

¢ Current PL Version: This is the name of the PL file that is currently loaded on the
device.
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New PL: This is the name of the new PL file that will be downloaded to the device.
Device Type: Shows a description of the type of device.

Current FW Version: Shows the version of firmware that is currently loaded in the
device.

Managing PL Files

This section describes how to manage the configuration files that are uploaded to the
Cellocator+ System and how to assign them to devices.

This section includes:

+*

*
*
*

Uploading a PL File to the Cellocator+ System
Enabling / Disabling a PL
Assigning PLs to Clients

Linking a PL File to a Device

Uploading a PL File to the Cellocator+ System

This section describes how to upload a PL configuration file to the Cellocator+ System.
The file can then be linked to devices in the system, as described in the Linking a PL File
to a Device section. Note that this feature is only available to Customer Administrator
users.

» To upload a PL configuration file:

WARNING: When uploading a PL, make sure it is a full PL file containing all
parameters as downloaded from the Cellocator website and not only delta parameters.
The PL upgrade process updates the entire PL uploaded to the Cellocator+ application.
If the PL contains only delta parameters, once the upgrade process is complete the
unit will not perform as expected.

In addition, the PL file should be prepared using the Cellocator Programmer
application prior to uploading the PL to Cellocator+. There is no option to edit the PL
configuration within Cellocator+.

In the Cellocator+ System window, click PL Manager on the Navigation bar.

If required, use the Provider/Account bar to drill down to the relevant PL files. The
following window is displayed:
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a y Q sirelalpl2 | Logout | Help
¥4 Cellocator+ Lo A o
. Pointer S e
7 =] B -
1 Name Device Tuee Coated Author -
2621 ‘he_23_fw_29e_CeloTrockXT_V719... CalloTrack Power / Ughter Erabied o 19 2013 12:51PM Viadi
2427 | hw_31_fw_32e_Cello-1QS0_V267.F.. | Celo-1Q | Disabled | Jun 19 2013 12:54PM | vidi
2465 hw_31_fw_32e_Cello-1Q40_V267.R.. Cello-1Q Enabled Jun 26 2013 9:16AM | shirelm
2667 | hr_30_fue_31_CRZ008_V2I2FL | cR200b | Enabled | un27 2003 6:50am indi
| 277 hw_23_fw_27y_novice_vi228L CalloTeack Power / Ughtar Enabied Jun 30 2013 1:4694 shurelm
2480 .. Compact CAN 8 Sensors. Ensbled Jun 30 2013 1:47PM shirelm
2481 2_CeloTrack V1318,  CeloTrack Ensbled | wnsoaam | shireim
2482 hw_17_fw_28q_CompactCAN-255et Compact CAN 25 Sensors Enabled Jun 30 2013 1:47P shireim b
i 2483 hw_22_fw_28q_CompactFlest_ViZS... Compact EOB Fleet / Security Enabled Jun 30 2013 1:47PM shirelm
2485 hw_23_fw_28q_CelioTrack_vi31.P.. CelloTrack Power / Ughter Enadled Jun 30 2013 1:48PM shirelm
2487 I twe_12_fw_28y_CeloTrack_v134.2.. | CelloTrack I Enabled Jun 30 2013 1:49P | shireim
2088 | hw_12_fw_28y_CeloTrack_v135.2.. | CeloTrack | Ensbied Jun 30 2013 15458 | shireim
2489 | hw_24_fw_3th_Cello-R_V236.9L | celo | Enabled | Jun 30 2013 2:260M shirelm
2038 | 33_fw_32¢_Cello-1Q40_VB10.%. | Cetoiq . Enabled | 30l 2 2013 8:29AM shireim
2500 hw_24_fw_318_Callo-F_V114.9L coto Enabind 22013 133290 ahreim
2501 Celio Ensbled Jul 2 2013 1:32Pm shirelm
| 2502 ] | CelloGintenion | Ensbied 3012 2013 1:32PM. shreim g
2503 ho_25_fw_315_Cello-F_V114.9L CelloGinterion Ensdled 20l 2 2013 1:32M shireim
2504 hw_31_fw_32b_Celo-1Q40_VE07_C... Celo1q Erabied 2ul 32013 3:449M viodi
2505 hw_31_fw_32c_Celo-1Q50_VB10.8. Celo-1Q Enabled 2 82013 11:38AM Sturel_parert
| 2506 | hw_20_f_2%9_Compacifiest V287... I Compact TOB Fleet / Securty | Ensbled | 04 8 2013 12:250M | shrelm
| 2507 | hw_24_fw_31p_Cello-F_v795_Cell.. | Defaut Hardwares | Enabied | Jul 9 2013 7:40A1 | viadi
2508 | Iw_24_fw_31p_Cello-F_y795-viad... Cello | Enabled | 20l 9 2013 714180 visdi
2509 | hw_24_fw_31p_Calla-F_V795_Call... Ceto [ Enadled | 219 2013 7:44A0 viodi
2510 P _24_fw_31h_Callo-F_V236.7 cetio Ensdied | Jul 9 2013 8:02A% Viodh
2511 | 'vn_Z}_‘w_lﬂv‘Z?G_Fbm?!ff"eﬂ_. C?mpcq !CG !’!Et ! ?i(u:ﬁ'( 70(} XVZQIJ l? 08PM ! ihN'MUD
2512

Compact CAN 25 Sensors Ofir Gur

he fields displayed in the main pane include:
ID: The ID is a unique number assigned to the PL file by the system.
Name: The name given to the PL file.
Device Type: The type of device that the PL file is compatible with.

Status: Enabled or Disabled. Refer to the Enabling and Disabling a Configuration
section for further information.

Created: The date the PL file was uploaded to the system.
Author: The name of the user that uploaded the PL file to the Cellocator+ System.

In the lower section of the screen, click Browse to locate the PL file on your system.

Once the PL file is selected, click Open Header to read the configuration data
contained within the PL file and display it in the PL Information tab to the right of
the main pane.

Q  shirelmUpl2 | Logout | Help

Provider Account
Pointer E e s :
Name Device Tyze Status Created Author
| w_23_fw_29e_CelloTrackXT_V719... ‘CeloTrack Power / Lighter Enabled un 19 2013 12:51PM viad: _— e
[ hw_31_fw_32e_Cello-1Q50_V267.5... | Cello-1Q | Disabled | wnisao3nzsem | iadi
| P _31_fw_32e_Cello-1040_V267.5... | Celle-1q Enabled Jun 26 2013 9:16AM shreim szl
| Iow_30_fw_311_CR2008_V233.54 | “cR200b | Enabled » iadi shirelmUp12
: hw_23_fw_27y_novice_vizz. e CelicTrack Power / Lighter Enabled | xmmamsaeen | shirelm T, 10272013 35848 M
Vh-,\_O?_!w_Z-‘&_CD,ﬂp’cYC,AN—S_S!ns. . | COV'FNIXVCV‘iNV s S}mors | lﬂob{!dr ! Jun 30 2?1? ,1"7,’“ sl | shn![": Device Type e 1 £OB Fleet |
Tw_12_fw_280_CeloTrack_vI31.R.. CeloTrack Enabled 30n 30 2013 1:47PM hireim
5 | 1 t ¥ < || st Rotyet oaded
hw_17_fw_22q_CompactCAN-255ens. Compact CAN 25 Sensors | Enabled | wnoz00nemn | hireim
Iw_22_fw_280_CompactFieet_Vi26... | Compact EOB Fieet / Securty | Enabled | newmiam | shireim ;
hw_23_fw_28q_CelloTrack_vi31 CalioTrack Power / Lighter Enabled Jun 30 2013 1:48PM shirelm W High Version 28
hw_12_fw_28y_CellTrack_vi34.6.. | CeloTrack Enabled | wenaoisneeem | shirelm W Low Versea 28
w_12_fw_28y_CelloTrack_v135.P... | CelioTrack | Enabled | wm3ozoi3nesen | shireim Sescian
hw_24_fw_31h_Cello-R_V236.PL ! Cello 1 Enabled 1 Jun 30 2013 2:26PK | shirelm
he_31_fw_32¢_Celio-1Q40_V810.5... Cello-1Q Enabled Juf 2 2013 8:29AM shrelm
| Pow_24_fw_31s_Cello-F_Vi14.PL Cello | Enabled I wzaom3nem | shireim
s_Cello-R_V114.PL Cello Enabled | Jul 2 2013 1:32PM | shirelm
Fw_25_fw_315_Colo-CFE_V114.7L | CelloCintericn Enabled [ wiazosuaeen | snreim
1s_Celo-F_v114.L | CetoCinterion Enabled 3ul 22013 1:220M enireim
: hw_31_fw_32b_Cello-1Q40_V807_C... | Cello-1Q Enabled [ wszmsmeem | viadi
Pw_33_fw_32¢_Collo-1Q50_V&10.5.. Callo-1Q Enabled M 8 2013 11:384M Shirel_parent
w_28_fw_39_Compacifieet_Vas7... | Compact TOB Fieet / Securty | Enabled | wezonzazasem | shreim
hw_24_fw_31p_Cello-r_v795_Cel.. | Oefauh Hardwares | Enabled | ads20137:e0a | viadi
| hw_24_fw_31p_Cello-F_V795-viad... I Cello Enabled I dszoi3ziartam | visdi
| hw_24_fw_31p_Cello-F_V795_Cel... [ Cello Enabled | aszon3zeaam | s
| bw_24_fw_31h_Cello-F_V236.7% callo Enabled | wswoneoan | ves:
hw_22_fw_28y-290_CompactFieet_... Compact EOB Pleet / Securty | Enabies Oct 1 2013 12:080M shirelmup
hw_17_fw_258_CompectCAN-255ens... Compact CAN 25 Sensors | Ensbled | O Gur .. - 1l
(e —
- "+
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The PL Information tab displays additional information about the PL file, including
the file name, author, creation date, device type, PL ID, firmware version range,
status, and description. The description box within the tab can be used to include
additional information or notes about the PL file before it is uploaded. This information
will be stored in Cellocator+ and is displayed whenever the PL file is selected from the
main pane.

Just below the PL Information tab, click Upload. A warning message is displayed,
informing you that any PL file uploaded to Cellocator+ should contain all parameters
and values.

Click I Agree. The file is then uploaded to the Cellocator+ System.

7. The PL file is now displayed in the list of PLs (by default PLs are enabled upon upload).

Refer to the following section for details on disabling the PL file.

Enabling and Disabling a PL

If for some reason you need to disable (and subsequently enable) a currently uploaded
configuration, you can disable it which will prevent it being downloaded by other devices.

>

1.
2.

To enable or disable a PL:
From the Navigation bar, click PL Manager.

In the Configuration Filters, define the parameters to display the relevant
configurations (PL files), and in the Status column filter make sure you select the
correct status Enabled or Disabled. For example, if you want to temporarily disable a
configuration you should select Enabled.

In the displayed list of configurations, select the checkbox in the left column alongside
each you want to enable or disable.

In the lower section of the screen, click Enable or Disable.

In the displayed confirmation message, click OK.
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Assigning PLs to Clients

In order to assign a PL to an account, in the PL Manager screen first select the checkbox
for the relevant PL, and then double-click on the row to display the PL Information section
in the right pane. Click the Accounts tab to display a panel showing client names with
checkboxes. Select the relevant client checkboxes to select which clients will have access
to a particular PL file after it is uploaded to Cellocator+, and then click OK (just below the
Accounts tab).

e Q  shirelmUpi2 | Logoat | Help
N¥J Cellocator+ Sy Arnoo -
- Pointer - <> -

2421 w_23_fw_29e_CelloTrackXT_V719... CelioTrack Power / Lighter Enabled Jun 19 2013 12:51PM visdi

G| 2465 Pw_31_fw_32e_Cello-1Q40_V267.... Cello-1Q Enabled | wmzszozeteam | shirelm Account &

2467 hw_30_fw_31{_CR2008_V233.5L cR2000 | Enatled Jun 27 2013 6:51AM viasi

2477 bw_23_fw_27y_novice_vi22.FL CelloTrack Power / Lighter Enabled Jun 30 2013 1:468M shirelm

2480 Compact CAN & Sensors Enabled Jun 30 2013 1:47PM shirelm Accosn2
431 CefloTrack | Enabled | Jun 30 2013 1:47PM shirelm Accountd

2482 Compact CAN 25 Sensors Enabled Jun 30 2013 1:47PM shirelm

2483 )8 Fle | Enabled Jun 30 2013 1:47PM shirelm Aeouniy

2483 Enaled : shrelm Accountiew
2487 CelloTrack | Enabled Jun 30 2013 1:49FM shirelm

2483 | hw_12_fw_28y_CelloTrack_v135.P.. [ CelloTrack | Enabled [ Jun 30 2013 1:45PM shirelm Sceommmene
2489 hw_24_fw_3th_Cello-R_V236.PL Cello Enabled Jun 302013 2:260M | shirelm Acedes Hokdngs
498 e _3: :.Cello-1Q40_VR10.P... Cello-1Q Enabled Jul 2 2013 8:29AM shirelm ADV $YS

2500 15_Cello-F_va14.0L Callo Enabled ol 2 2033 1:328M shireim e
2501 15_Cello-R_V114.L Cello | Ensbled [ w2 2003 1:320m shirelm AVAR

302 | Pm_25_fw_315_Cello-CFE_V114.9L CelloCmtenca Enabled [ 022013 1:32em shirelm e

2503 CellcCantencn Enabled Jul 2 2013 1:32PM shirelm

2504 Cello-1Q | Enabled [ uszom3siaeem | visdi Alastrs BV

2505 Callo-1Q | Enabled Shirel_parent Alpha Deit Gmbk
506 Compact TOB fleet / Secunty Enabled im

2507 Defauk Mardwares | Enabled | 3’5 2013 7:40am visd A Sy

2508 Cello | Ensbled | 352013 7:41am visd Altea Crech ASang. Jan

2509 Cello Enabled Jul 2013 7:44AM wviadi oo

2510 Callo | Enabled Jul 9 2013 8:02AM visdi Atea tatys

2811 Compact EOB Fleet / Securty | Enabled | oat1201312:00m shirelmup APOLLO

2512 Compact CAN 2§ Sensors | Enabled Oct 1 2013 1:27PM Ofir Gur

s TR AT T A A . pressran APOSPEC

4 Browse. | No fis selected Opan Haade Doiete | _ Ensble | _ Dissble | oK

Linking a PL File to a Device

This section describes how to download a PL configuration file to a device.

>

1.

To link a PL configuration file to a device:

From the Provider, Account and Group bar, select the relevant filters to display the
candidate devices for upgrade.

Click PL Update in the Management toolbar.

Select the relevant Firmware version from the dropdown list to the right of the screen.
Then using the Configuration Filters, which are displayed at the top of each table
column (when you hover over the table column title), drill down to the relevant
devices to which you want to assign the PL file. Select the relevant devices for
upgrading by selecting the checkbox to the left of the device row in the main pane.

From the Update PL to dropdown list in the lower section of the screen, select the
relevant PL version, and then click Update to link the selected PL file with the selected
device(s).

The download process will begin when the device next communicates with the
Cellocator+ server, as set in the PL configuration for the device. In the General Info
tab to the right of the screen a description of the PL file selected in the Update PL to
dropdown box is displayed. The information displayed includes a general description,
the author, creation date, device type, and FW version.
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‘ Q sdirelalpl2 | Logowt | Help
J Cellocator + Pwnu Account Group

| | | ac G| AL
1] ecesor | | 24 | Cello
4] 600306 v Cello
<4 600307 v Celo
(@] 600305 v Celo
=] 600310 v Celio
O] sean | | v | Cetlo
n 600312 v Cello F045A_PCelloHW24_Tela3-Aus
] eoms | ] v 1 Celo Telad-Au
] 600314 v Cello #045A_PCelloNW24_Telt3-Au|
O] eoms | | {7l | el elt3-A
2] 600316 v Celo FO45A_PCelloHW24_Teln3-Au]
O eomr | | v | Calo 3 HW24_Tela3-Au
n 600318 v Celo #0454_PCelloNW24_Teld3-Au
O] Teoms | ] v | Cello Telad-Au
B | 600320 v Cello FO4SA_PCelloHW24_Teln3-Au
O] eeesn | | v 1 ceto g o3 A
<] 600322 | v Cello FO4SA_PCellcHW24_Telad-Au
O] eeess | | v | celo Teled-a
[ <] 600324 v Cello FO4SA_PCelloMW24_Tel3-Au-
] evems | | v 1 Cello FO4SAF Telt3-Au
] 600326 v Cello FO4SA_PCalloHW24_Tela3-Au
D] sz | | v 1 Cello Yel3-Au
B 600328 v Cello FO4SA_PCelloMW24_Teltd-Au
O] eooss | | v et elt3-Au
L soovn = Catin 0458 Drmllaw Talatsir ©
‘ = v
bt of 46 roms
oL 1o e 24 fw 313 ColoF VIT4PL = Update | Abort

Note that at any time you can click Abort to terminate a PL file download. The
Cellocator+ System allows the download process to be terminated before or during
the actual download.
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Chapter 5: Managing Firmware
Updates

About This Chapter

This Chapter describes how to manage the Firmware updates within the Cellocator+
System.

+ Reviewing Firmware Details, page 29, describes the Firmware screen and how to
review the displayed Firmware information.

+ Managing Firmware Versions, page 30, describes how to manage Firmware
versions in the Cellocator+ System and how to assign the versions to devices.
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Reviewing Firmware Details

There are two screens used to manage firmware upgrades: the FW Upgrade screen
(accessed from the Management toolbar) is used to update selected devices with updated
firmware information (in the form of firmware versions), while the FW Manage screen
(accessed from the Navigation bar) is used to manage uploaded firmware versions in the
Cellocator+ System.

This section describes the FW Upgrade screen, as shown below, from which you can link a
selected firmware version to one or several devices. For information about managing
uploaded firmware versions to the Cellocator+ System, refer to the Managing Firmware
Versions section.

X Q stirelUp!2 | Logowt | Help
74 Cellocator+ Provider Account Group 5
Pointer SR> 2| Ceko -

G PLUBS: FWU

Genoral o
] Davice 10 Last fleport W Heguested Oate FW Last Status Update Time P Status FW Usarade Duration Current FW Maw FW 2

600302 -~ 455 F0415_PCelloNW24_Telit3-Automotive_STMI2RCTE_SS12_31)_Peet.csf
600303 & ass F0419_PCelioMW24_Tebt3-Automative_STHI2RCTE_S512_31j_Pleetcst |
600304 -~ 459 |
600305 ~ 682
554526 | ov/os/3on:aa | O
60301 | | o f
600306 | 10/01/13 1838 10/01/13 14:38 rity.csf FO419_PCelloHW24_Tebt3-Automotive_STMI2RCTE_SS1
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The main pane displays the following information about each device and its current
firmware version:

+ Device ID: A unique number assigned to each device.

+ Last Report: The last time the unit reported its status to Cellocator+.

+ FW Requested Date: This displays the date and time when a firmware version was linked

to a device.

¢+ FW Last Status Update Time: This displays the date and time when a device was last
updated with a firmware version.

¢ FW Status: This icon shows the status of the firmware version download. The icons
used are the same as those displayed in the Device screen (and described in the
Reviewing the PL Status and FW Status of Devices section).

¢+ FW Upgrade Duration: This field indicates the elapsed time for the completion of the
firmware version download.

¢ Current FW: This is the name of the firmware version that is currently loaded on the
device.

¢+ New FW: This is the name of the new firmware version file that will be downloaded to
the device.

+ Device Type: Shows a description of the type of device.
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¢ Modem Type: Shows the modem type associated with the device.

Managing Firmware Versions

This section describes how to manage the firmware versions in the Cellocator+ System
and how to assign them to devices.

This section includes:
+ Enabling / Disabling a Firmware Version
¢ Assighing Firmware Versions to Accounts

¢ Linking a Firmware Version to a Device

Enabling / Disabling a Firmware Version
If for some reason you need to disable (and subsequently enable) a firmware version, you
can disable it which will prevent it being downloaded by other devices.
> To enable or disable a firmware version:
1. From the Navigation bar, click FW Manager.

2. In the Configuration Filters, define the parameters to display the relevant firmware
versions, and in the Status column filter make sure you select the correct status
Enabled or Disabled. For example, if you want to temporarily disable a firmware you
should select Enabled.

3. In the displayed list of firmware versions, select the checkbox in the left column
alongside each you want to enable or disable.

In the lower section of the screen, click Enable or Disable.

In the displayed confirmation message, click OK.

CONFIDENTIAL page 30 of 44



Cellocator+ User Guide

Assigning Firmware Versions to Accounts

In order to assign a FW version to an account, first select the checkbox for the relevant
FW version, and then double-click on the relevant row. In the displayed FW Information
section in the right pane, click the Accounts tab to display a panel showing client names
with checkboxes. Select the relevant client checkboxes to enable clients access to the
selected firmware version file in the Cellocator+ System, and then click OK (located below
the Accounts tab).

After assigning the FW version, you can select the relevant account from the account
dropdown list to view the assigned FW under this account.
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Linking a Firmware Version to a Device

This section describes how to link a Firmware Version to a device in the Cellocator+
System.

>

1.

To link a Firmware Version to a device:

From the Provider, Account and Group bar, select the relevant filters to display the
candidate devices for upgrade.

Click FW Upgrade in the Management toolbar.

Select the relevant Modem type from the dropdown list to the right of the screen.
Then using the Configuration Filters, which are displayed automatically in each table
column, drill down to the relevant devices to which you want to assign the Firmware
version.

Select the relevant devices for upgrading by selecting the checkbox to the left of the
device row in the main pane.

From the Update FW to dropdown list in the lower section of the screen, select the
relevant FW version, and then click Update to link the selected FW version with the
selected device(s).

In the General Info tab to the right of the screen a description of the firmware
version file selected in the dropdown box is displayed. The information displayed
includes a general description, the creation date, device type, and modem type.

The download process will begin when the device next communicates with the
Cellocator+ server, as set in the configuration for the device.
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Note that at any time you can click Abort to terminate a FW version download. The
Cellocator+ System allows the download process to be terminated before or during
the actual download.
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Chapter 6: Managing Accounts,
Users and Groups

About This Chapter

This Chapter describes how to manage the accounts, users and groups that will have
access to the Cellocator+ System.

+ Managing Accounts, page 34, describes how to manage accounts within the
Cellocator+ System.

+ Managing Users, page 37, describes how to manage the users that will have access
to the Cellocator+ System.

+ Managing Groups, page 34, describes how to manage groups that enable you to
manage devices within the Cellocator+ System.

CONFIDENTIAL page 33 of 44



Cellocator+ User Guide

Managing Accounts

There are two account types in Cellocator+; a Provider-like account which can also create
sub-accounts, assign users and perform other management tasks, and a Regular account
which can only manage units that were assigned to it.

Creating sub-accounts (accounts which are associated with your account) enables you to
efficiently manage units which have been sold or deployed to your customers. If your
customers manage their units themselves in regard to PL and FW upgrades, you can
create a user for them with which to manage their upgrades.

Note that when creating a Provider-like sub-account, which can of course also create
Provider sub-accounts, each account can only view units one level down. This means that
you can view and manage your sub-account's actions, but you cannot view or manage
any of the accounts your sub-account creates.

This section describes how to perform the following:
+ Add an account

+ Edit an account

Adding an Account

This section describes how to add an account. The defined account will have access to the
Cellocator+ System, using the credentials defined in the following procedure.

» To add an account:

1. From the Navigation bar, click Admin. By default, the Groups screen is displayed.

2. In the Management toolbar, click Accounts. A list of the accounts defined in the
system is displayed. Note that the displayed list is according to the parameters
defined in the Provider/Account bar.

3. Click Add (located in the bottom left of the screen). The following screen is displayed:
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In the Account Information tab displayed in the right pane, define the following:

*

*

Account Name: A name for the defined account.

Warranty Months: Enter the number of warranty months you want to provide for
the units assigned to this Account/Provider.

Allow Unit Control: Selecting Allow means the child account gives permission to
its parent account to also manage the child’s units (the default setting, which
allows the parent account to perform upgrades and general unit maintenance).
Select Don't allow to prevent the parent account from performing FW or PL
updates to the child’s units and will leave the child account administrator as the
sole administrator account for the child’s units.

Note that when logging in to the sub-account the user can override this setting

and define whether or not to manage the units themselves. Once a sub-account
has set Unit Control to Don't allow, the parent account will only be able to see
the associated units and will not be able to perform PL or FW upgrades.

Note that the Parent Account field cannot be edited.

Click OK. The account is added to the list of accounts in the Cellocator+ System.

To delete an account:

From the Management toolbar, click Accounts.

Using the Configuration Filters in each column, select the relevant parameters to
display the accounts that meet your criteria.

Select the checkbox in the left column alongside each account you want to delete.
Click Delete.
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Editing an Account

You can edit the details of a Cellocator+ account at any time.

>

1.
2.

To edit an account:
From the Management toolbar, click Accounts.

As the displayed list is per the parameters defined in the Provider/Account bar, use
the Configuration Filters in each column to select the relevant parameters to display
the accounts that meet your criteria.

In the displayed list of accounts, double-click on a specific account's row. The
Account Information tab is displayed in the right pane, as shown below.
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Click Edit and modify the account details as required (see the Adding an Account
section for further information). Note that the Parent Account field cannot be
modified.

Click OK to implement your changes.
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Managing Users

This feature is only available to users defined as Customer Administrators.

In Cellocator+ there are two main user types:

+ Customer User: Has the lowest privileges in Cellocator+ which allow PL and FW
upgrade operations but only with PL and FW files which were assigned to the user.
Customer Users cannot create groups, users or accounts.

+ Customer Administrator: Has the highest privileges in Cellocator+ and can perform
PL and FW upgrades, upload customer PLs and create accounts and users.

From within the Cellocator+ interface you can easily manage the users that will have
access to the Cellocator+ System. This section describes how to perform the following:

¢+ Add a user
¢ Edit a user

¢ Enable or disable a user

Adding a User

This section describes how to add a user. The defined user will have access to the
Cellocator+ System, using the credentials defined in the following procedure.

>» To add a user:

1. From the Navigation bar, click Admin. By default, the Groups screen is displayed.

2. In the Management toolbar, click Users. A list of the users defined in the system is

displayed. Note that the displayed list is according to the parameters defined in the
Provider/Account bar.

3. Click Add (located in the bottom left of the screen). The following screen is displayed:
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In the User Information tab displayed in the right pane, define the following:
+ User Name: A user name for the defined user.

+ User Type: Either Customer User, which will include all users that might have
access to the system, or Customer Administrator. Each user has their own set
of permissions (set by the Customer Administrator).

+ Provider: Select the relevant Provider from the dropdown list.

¢ Account: Select the relevant account from the dropdown list. When the box
displays the symbol <..>, it means that the units displayed in the main screen
belong directly to the Provider.

+ User Description: Enter a description for the user, such as a job description.

¢ Address: Enter an address for the user.

¢ Phone: Enter a phone number for the user.

+ Email Address: Enter an email address for the user.

+ Login: Enter a login username that the user enters when logging in to the

Cellocator+ System.
Click OK. The user is added to the list of users in the Cellocator+ System. Note that
an email is sent to the email address you added above, via which the user must
activate their account.
To delete a user:
From the Management toolbar, click Users.

Using the Configuration Filters, select the relevant parameters to display the users
that meet your criteria.

Select the checkbox in the left column alongside each user you want to delete.
Click Delete.

Editing a User

You can edit the details of a Cellocator+ user at any time.

>

1.
2.

To edit a user:
From the Management toolbar, click Users.

As the displayed list is per the parameters defined in the Provider/Account bar, select
the relevant parameters (users assigned to a specific Account or Provider, or status
(Enabled or Disabled)) to drill down to the relevant user(s).
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In the displayed list of users, double-click on a specific user's row. The User
Information tab is displayed in the right pane, as shown below.
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Click Edit and modify the user's details as required (see the Adding a User section for
further information). Note that the User Type, Provider, and Account parameters
cannot be modified, but the user's login password can be modified in this screen.

Click OK to implement your changes.

Enabling or Disabling a User

From the available list of users you can determine which users can be disabled (by default
they are enabled when added to the Cellocator+ System).

>

1.

To enable or disable a user:
From the Management toolbar, click Users.

Using the Configuration Filters, define the parameters to display the relevant users,
and make sure you select the correct status Enabled or Disabled. For example, if
you want to temporarily disable a user you should select Enabled.

In the displayed list of users, select the checkbox in the left column alongside each
user you want to enable or disable.

Note that you can double-click on the user's row of information to display their details
in the User Information tab in the right pane.

Click Enable or Disable.

CONFIDENTIAL page 39 of 44



Cellocator+ User Guide

Managing Groups

Groups enable you to create subsets of devices that are logically grouped by
customer/user. You can also assign or remove devices into groups, as well as perform
actions on those groups as well as on a single device.

Note that units can be grouped only according to their hardware type, such as Compact
CAN or Fleet, as set in the Device Type parameter when adding a new group.

This section describes how to perform the following:
¢ Add a group
+ Edit a group

+ Assign a device to a group

Adding a Group

>» To add a group:
1. From the Navigation bar, click on Admin.

2. In the Management toolbar, click Groups. A list of the groups defined in the system is
displayed. Note that the displayed list is according to the parameters defined in the
Provider/Account bar.

3. Click Add (located in the bottom left of the screen). The following screen is displayed:
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4. In the Group Information tab displayed in the right pane, define the following:
+ Group Name: A name for the defined group.
+ Provider: Select the relevant Provider from the dropdown list.

+ Account: Select the relevant account from the dropdown list. When the box
displays the symbol <..>, it means that the units displayed in the main screen
belong directly to the Provider.

¢ Device Type: Select the relevant device from the dropdown list.
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+ Description: Enter a description for the group.
+ Author: Enter the name of the group creator.
5. Click OK to implement your settings. The group is added to the list of groups in the
Cellocator+ System.
» To delete a group:
From the Management toolbar, click Groups.

2. Using the Configuration Filters, select the relevant parameters to display the groups
that meet your criteria.

Select the checkbox in the left column alongside each group you want to delete.
4. Click Delete.

Editing a Group

» To edit a group:
1. From the Management toolbar, click Groups.

2. As the displayed list is per the parameters defined in the Provider/Account bar, use
the Configuration Filters to select the relevant parameters (groups assigned to a
specific Account or Provider, or of a specific device type).

3. In the displayed list of groups, double-click on a specific group's row. The Group
Information tab is displayed in the right pane.

4. Click Edit and modify the group's details as required (see the previous procedures in
this section for further information).

5. Click OK to implement your changes.

Assigning a Device to a Group

» To assign a device to a group:

Refer to Chapter 3, Managing Devices, for further information on how to assign a device
to a group.
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Chapter 7: Working with Reports

About This Chapter

This Chapter describes how to work with reports in the Cellocator+ System.

+ Creating a New Report, page 43, describes how to create a new Cellocator+ System
report.
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Creating a New Report
This section describes how to create a report of a selected device's history.

> To create a report:
1. From the Navigation bar, click Reports. The Reports screen is displayed, as shown

below.
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2. From the Report Type dropdown list, select Device History.

3. Select one of the following predefined time ranges from the Predefined Dates
dropdown list:

¢ Last 12 Hours
¢ Last 24 Hours
+ Last Week

+ Last Month

¢ Last 3 Months
OR

Select a Start Date and End Date by selecting the relevant dates (by clicking on the
calendar icons).
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4. From the Device ID dropdown list (the displayed list is specific to the filtered
Provider/Account/Group), select the device for which you want to generate a report.

5. Click Generate. The report is generated, as shown below.
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594926 | Pointer | Cello | Cello [10/20/2013 9:08:08 AM STATUS Pass N/A
r— - = L4
i 594926 | Pointer | Cello | Cello [10/20/2013 9:08:12 AM| PL DOWNLOAD Fail hw_24_fw_31h_Cello-F_V236.PL
- 594926 | Pointer | Cello | Cello [10/20/2013 9:08:53 AM| PL DOWNLOAD | On Wait hw_24_fw_31h_Cello-F_V236.PL
—
. iz
o Edl n »
7 rows
Exportto CSV Print

The report includes device information such as the Account and Group it belongs to,
the Device Type, and each Event Type, Time and File version generated for the
selected time range.

6. Click Export to CSV to export the generated report to a CSV file.

You can also click Print to print out the entire report.
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